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ABSTRACT

This master's thesis focuses on the development and analysis of an automated video surveillance
system powered by computer vision, aimed at enhancing security and monitoring capabilities. The project
integrates state-of-the-art artificial intelligence technologies, including real-time person detection, facial
recognition, behavioral analysis, and rapid identification of emergency situations such as fires and floods.
The system architecture is designed to be modular, with Al models for object classification and detection,
such as a cat classifier and a fire detector, evaluated using advanced metrics like mAP@50 and mAP@50-
95, ensuring high accuracy and efficient generalization. The proposed solution demonstrates significant
improvements in reducing false alarms, enabling faster response times, and offering a scalable, reliable,
and intelligent surveillance system for both security and home automation applications. Through its
integration of modern hardware and software interfaces, the project presents a practical application of

computer vision, contributing to advancements in automated surveillance and emergency response systems.



REZUMAT

Aceastd lucrare de master se concentreaza pe dezvoltarea si analiza unui sistem automatizat de
supraveghere video bazat pe viziune computerizatd, avand ca scop imbundtdtirea capabilitatilor de
securitate si monitorizare. Proiectul integreazd tehnologii avansate de inteligentd artificiala, inclusiv
detectarea in timp real a persoanelor, recunoasterea fetei, analiza comportamentala si identificarea rapida a
situatiilor de urgentd, cum ar fi incendiile si inundatiile. Arhitectura sistemului este conceputa pentru a fi
modulard, incluzand modele Al pentru clasificarea si detectarea obiectelor, cum ar fi un clasificator pentru
pisici si un detector de incendii, evaluate folosind metrici avansati precum mAP@50 si mAP@50-95,
asigurand o acuratete ridicatd si o generalizare eficientd. Solutia propusa demonstreaza imbunatatiri
semnificative Tn reducerea alarmelor false, permitand timpi de raspuns mai rapizi si oferind un sistem de
supraveghere scalabil, fiabil si inteligent pentru aplicatii de securitate si automatizare a locuintelor. Prin
integrarea interfetelor hardware si software moderne, proiectul prezintd o aplicatie practica a viziunii

computerizate, contribuind la avansarea sistemelor de supraveghere automatizata si raspuns la urgente.



CONTENTS

INTRODUGCTION ...ttt sttt eb ettt be st h e bt eht e et et e b e e bt eb e bt e bt ee b et et e sb e eb e ebeeatems et e benbeebesbeebt et entenbenueas 7
1 PROBLEM DEFINITION ... .ottt ettt et ett et eate e e tesse et e eseeseesse s e seeseeseeseaneensensensesaeeseeseaneensensensesseeseeneansensanseasesaeas 8
2 MODERN MARKET SOLUTIONS ANALYSIS ..ottt sttt ettt st sttt nae e 10
0 BN (G s RSP SRRPRRRPRURRIR 10
2.2 SPOL AL et h e h etttk bbbt h e s et b e bkt h e bt st et e b s bt bt eb e eb e et et et et be e 12
2.3 TCETANA AL ..ottt b et e b et h et e b et e b et e bt e e bt e e b b e e eh bt e sab e e ebb e e sabeesateesabeenaaee e 13
2.4 Comparative Analysis 0f PrOdUCT FEALUIES .........cceeciiiiiiiirieiieie ettt ettt e aeseaesaeesseeseenseensesssessnenseens 14

3 COMPUTER VISION ENHANCEMENT TECHNIQUES ........ooiiiiiiiiie ettt ae e see e 16
3.1 Object Detection and ClaSSTIICAION .......cc.ieitieiieiiiieieieeee ettt ettt sttt e bttt et eae e st et e e beebeemaesaeesseeneeeaeenee 16
3.2 EVENE DIBLECLION ...ttt b bbbt a et e st bt e bt e bt e bt ebt e s e e e b e eb e eb e eb e eb e en b et e b e sbeeb e e bt ent et ente b e 18
3.3 SCENE UNAETSTANAING ... eetieiteeiie ettt ettt ettt et et e et et e a e e st et e bt eateemeeeseesseess e e et emseemeeeseeese et e enteenseemaeemeesneesseenseenes 19
3.4 REAL-TIME MOMIOTINE ... .cvieviiieiieeiiesteeteeteeteeteeetesteesseeseessessseessasseesseessesssasssesssesseesseesseassessseassessesssesssesssesssesseesseensennss 20
3.5 EMErgency RESPONSE SYSTEIMIS ......eeruitiriiiiiiiiiiteiteeiitee ettt ettt et sa e et e sab e sab e e sab e e e bt e s beesabeesabeeeabeesabeeebeesanee 22
3.6 DALA FUSION ..ttt ettt ettt h e s bt e b e e a e e et et e bt e bt e bt eh e e st e e et e eb e eh e eb e ea b et et e bt she bt bt e st et et e b e 23
N o (T LT A S AN T 1 ) 1 (1 PSSR 24

4 SOLUTION DEVELOPMENT ..ottt ettt ettt ettt s b e s bt beeat e st et e bt sb e eh e bt e st e s e st e e b e sbeebeebeent et ese b nee 26
4.1 SOIULION DIESCIIPTION .....etieutieiieiieeiteetie et ee et ettt ettt e et e st e et e et eateeseeebeease e bt e et eaeeeseeesee st emseemteeneeemeeaneesseenseanseenseeneenseanseans 26
4.2 SOIULION USE CASES ...uveuventetitieiteiietet et sttt ettt et e e st e et e bt eb e es e es e este st e e be e bt eb e eb e eates b et en b e sb e ekt ebeeheebtenten b e b e ebeabeebeeseeneennentebeee 31

5 REQUIREMENTS SPECIFICATION .....ooiiiiiitiitietieiteiteteiete et ett et estestesestessessesseaseessessansessessesseastessessansesseesesssassessensensensenss 37
5.1 SYSEIM INEEITACES ....evieiieiieiiiie ettt ettt ettt e et et e st este e bt esaeeseeeteesseesseesseessasssesseesseesseesseesseessesaesseesseessesssesssesssesseensennns 37
5.2 HardWare INTEITACES ........ocuieiieie ittt ettt ettt et e et e stess e e s et e ss e e et easeemeeeseease et e enteenseennesneesneenseenneenes 38
5.3 FUNCHIONA] REQUITEIMEIIES ......eeiuiieiieeeieetietieie ettt ettt ettt et e et e et e st eateeseeseeesseesseenseenseemeeeneeeseenseenseenseennesneesneenseenseenes 39
5.4 Non-functional REQUITEIMENLS ..........c.cevertieriieirieieiteiteseesteetesseesseesseesseeseessesssesseesseesseessessseessesssessesssesssesssesssesseesseesseenes 40

6 SYSTEM ARCHITECTURE ......ooiiiiiiiiiieieiee ettt ettt ettt et et e e bess e et e eseeseastensansesseeseeseassansensensesseesesneassensansensensensas 41
L AN o W € 1< USSR 41
6.2 BUSINESS SEIVICES ....euvtetietieieeteeteetteettete et eeteeete st tesse e st eseeaeeeseeese e st enseamseemseeseessee st anseemseemeeeseeaseenseenseenseanaesneesneenseenseenes 42
6.3 INTTASIIUCTUIE SEIVICES ... ceuteutetiteitieteettetiet ettt sttt et et et et e bt sh e ebeeatest et et e ebesheebeesees s et eabeabe et e ebeeseen s e s enbenaeebeeseeneeneentensenee 43
LR VU s B o3 N TS i T PSSP 43
6.5 Interactions and WOTKTIOW .....cc.oiiiiiiiiiiiee ettt b ettt et e b e s bt et e bt et ebaesbeesbeenbeeneeeaee 43

7 ARTIFICIAL INTELLIGENCE INTEGRATION PROCESS ......ooiiiiiiieieeieeieeit ettt ettt ssesse s sse s esaessessensessensas 44
7.1 DAt GATREIINE ..eveeiieeiiiecieeete ettt ettt e ettt e st eeebeese bt e esaeessbeeasseeassaeasseeasseeasseeasseeanseessseeansaesnseesnseesnseeanseesnsaeanseennses 45

7. 1.1 COlIECHING DATASELS ....e.vevieieiieitetitente sttt ettt ettt ettt sttt et et et et besbeeb e e st e st e e e e bt s bt eb e e at e st eas et et e nbesbesbeebeennensebenaeas 45

7.2 DAt PTOCESSINE ...eeeuvvieiieiiiieeieeitieeeteestee ettt esteessteessteeasseessseessseesssaessseeassaessseeassaessseeassaeansesasseesnseessseesnsessnseesnseesnsesaseennses 48
R D L 1B -1 o <) 1Y SRR 50

7.3 MOAEL TTAIMINEG ...ttt sttt ettt s h e bt e bt e et et et e e bt s bt b e bt e e s et et e bt eb e eb e eb e eat et e b e nbeebesbeebeennenaennenee 52
T4 MOAE] TNTRICIICE ...ttt ettt et b et e a e e et e s bt e s bt e bt em bt e et sateeb e e bt ent e embeenbesbaesbeenbeenbeenaeenee 57
CONCLUSIONS ..ottt ettt ete ettt ettestestesessessesseeseestassassassasseessaseassassessassa s e et s essessassessassesseessessassassensansesseaseaseassassensensenns 62
BIBLIOGRAPHY ...ttt ettt ettt ettt sttt et a e ea et et e e bt et e e bt ea e ee e et e s e ebeeb e eb e eatemtem e e b e ab e ebeeseeaeemse s e beebeebeeseeneentensensenee 64



INTRODUCTION

The field of video surveillance has undergone a dramatic transformation with the integration of
computer vision technologies, offering far more than traditional passive monitoring. Automated
surveillance systems now employ sophisticated algorithms that analyze visual data in real-time, allowing
for intelligent detection, analysis, and response to events. This shift from simple recording to proactive
monitoring represents a significant advancement, addressing both security needs and enhancing the overall
functionality of surveillance systems in various environments, from homes to large-scale enterprises.

Computer vision-powered surveillance systems are revolutionizing crime prevention and home
security by leveraging Al capabilities such as facial recognition, motion detection, and object tracking.
These features enable systems to differentiate between normal and suspicious activities, providing more
accurate detection and reducing false alarms. The ability to autonomously detect and react to potential
threats has made modern surveillance systems an essential part of security infrastructure, particularly in an
era where rapid response is crucial for preventing crimes or addressing emergencies.

In addition to security, automated surveillance systems are increasingly integrated with smart home
technologies, providing homeowners with remote monitoring and control over their environments. By
connecting surveillance cameras to mobile applications, users can access live video feeds and receive real-
time alerts, regardless of their location. This capability not only improves convenience but also enhances
safety by enabling the detection of unusual behaviors and triggering automated responses such as locking
doors or turning on lights. This seamless integration with smart home ecosystems adds another layer of
functionality, transforming surveillance systems into versatile tools for modern living.

Another significant contribution of computer vision to surveillance is in the area of emergency
response. By integrating these systems with other safety devices, such as smoke detectors or medical alert
systems, automated surveillance can play a critical role in ensuring timely intervention in case of fire, gas
leaks, or health-related emergencies. The ability to detect and analyze safety risks in real-time provides
homeowners and businesses with an invaluable tool for mitigating dangers before they escalate, ultimately
saving lives and reducing damage.

As the market for video surveillance grows, a wide range of Al-powered solutions has emerged, each
tailored to meet specific needs, from home security to enterprise-level monitoring. This paper aims to
explore how computer vision enhances modern video surveillance systems by providing a detailed analysis
of its applications, including crime prevention, smart home integration, and emergency response.
Furthermore, it will examine existing market solutions and assess how these technologies are reshaping the
future of security and surveillance, offering greater efficiency, accuracy, and adaptability to diverse

environments.
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